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Abstract with linearizable read/write semantics. This service has

a broad Internet-scale applications. Consider e-augtions

We propose an architecture fagelf-adjusting and  for example. The atomic memory could be used by each
self-healing atomic memoripn highly dynamic systems auctioneer to write its bid and read the others bids.
exploiting peer-to-peer (p2p) techniques. Our approach,  Designing atomic memory in p2p systems faces sev-
namedSAM, brings together new and old research ar- eral problems. P2p systems are by their nature ad-hoc
eas such as p2p overlays, dynamic quorums and replicadistributed systems without any organization or central-
control. In SAM, nodes form a connected overlay. To em-ized control. Unlike classical distributed systems, p2p
ulate the behavior of an atomic memory we use inter- systems encompass processes (peers) that experience
sected sets of nodes, namglyorums where each node  highly dynamic behaviors including spontaneous join
hosts a replica of an object. In our approach, a quorum and leave or change in their local connections. The high
set is obtained by performing a deterministic traversal dynamism of the network has a tremendous impact on
of the overlay. The SAM overlay features setfapabil- data availability. The use of classical distributed comput
ities: that is, the overlay self-heals on the fly when nodesing solutions, like replication, for example, introduces
hosting replicas leave the system and the number of ac-an extra cost related to: (1) maintaining a sufficient num-
tive replicas in the overlay dynamically self-adjusts with ber of replicas despite frequent disconnections; and (2)
respect to the object load. In particular, SAM pushes re- maintaining the consistency among the replicas. The for-
quests from loaded replicas to less solicited replicas. mer problem can be solved usigglf-healingechniques
If such replicas do not exist, the replicas overlay self- while the latter one finds solutions in the usedghamic
adjusts to absorb the extra load without breaking the quorums(intersecting sets).
atomicity. We propose a distributed implementation of  Another issue stemming from network dynamism is
SAM where nodes exploit only a restricted local view of the replica stress (load). In unstructured graphs, some
the system, for the sake of scalability. nodes can be more accessed than others, unbalancing
the load among replicas. Likewise, an inadequate num-
ber of replicas may increase the replica access latency
since access rate directly impacts on it. Due to limita-
tions of the local buffers size a non negligible fraction

The real notoriety of peer-to-peer file sharing guar- of replica accesses might be lost. However involving

antees the subsequent success of p2p systems in conlré participants In operation executions increasg the
mercial applications. However, in order to move fur- probe-complexity. Consequently, the number of replicas

ther, the p2p community needs to focus on design- should spontaneously adjust to the access rate.

ing fundamental abstractions that offer strong compu- Related work.Starting with  Gifford’s weighted
tational guarantees. Atomic memory is a basic service votes [9], quorum systems [3, 14, 6, 25] have been
in distributed computing that offers a persistent storage widely used to provide consistency. Quorum-based ap-
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proaches have been used to provide mutual exclu- Adjuster, serves to heal the overlay when repli-
sion [19] or shared memory emulation [5]. Recently, cas fail.
guorum-based implementations of atomic mem-  Second for the purpose of data consistency we emu-
ory for dynamic systems have appeared [17, 7, 10]. late an atomic memory by the mean of intersected sets of
These papers have a common design seed: they use rezodes namelguorums|n our approach, a quorum set is
configurable quorum systems, work pioneered by Her- sampled from a deterministic overlay traversal, encapsu-
lihy [12] for static distributed systems. In [16, 8] the lated into theTraversal module. To ensure atomicity—
authors showed that using two quorums systems con-i.e. linearizability—of read/write operations we perform
currently preserves atomicity. This result has been appropriate read and write traversal strategies. The char-
later exploited in the implementation of the reconfig- acteristic of our approach is the use of a single round-
urable quorum systems for highly dynamic systems. trip communication phase for read operations. This im-
Hence, periodically the system proceeds to modifi- proves the efficiency of the atomic memory when read
cations of the current quorums set (a.k.a. configura- operations are frequent compared with write operations.
tion). Moreover, when a pick of read/write requests occurs we
In this work we follow an alternative approach for overlap operations without breaking atomicity.
implementing atomic memory in dynamic systems. This  Finally, the load is balanced among replicas of the
approach is based on recent achievements in the contexsystem using théhwart strategy encapsulated into the
of dynamic quorums and p2p overlays. Dynamic quo- LoadBalancer module. This strategy aims at pushing
rums have been mainly investigated in [22, 2, 20]. Naor requests from loaded nodes to less solicited ones. If such
and Wieder [22] sought solutions for deterministic quo- nodes do not exist a potential replica is chosen within
rums using dynamic paths in a planar overlay [21]. Si- a repository of nodes.Then, the object is actively repli-
multaneously, probabilistic quorums were proposed by cated at this node and this new replica is included in
Abraham and Malkhi [2] based on an overlay designed the memory without breaking atomicity by the Adjuster
as a dynamic approximation of De Bruijn graphs [1]. module. Conversely in response to low access rate, the
Recently, in [25] the authors have discussed the im- memory is reduced to fit the demand while preserving
pact of dynamism on the multi-dimensional quorum sys- reasonable probe-complexity.
tems for read-few/write-many replica control protocols. To summarize, we provide an architecture for on de-
They briefly describe strategies for the design of multi- mand atomic memory. In response to the request access
dimensional quorum systems that combine local infor- rate, the atomic memory is expanded or reduced regard-
mation in order to deal with frequent join and leaves of ing to load and probe-complexity tradeoff. Dynamism
replicas and quorum sets caching in order to reduce theinvolves only local participation among replicas of the
access latency. AndOr strategies [23] are studied in [20] topology. That is, arrivals as well as controlled or unpre-
in order to implement fault-tolerant storage in dynamic dictable departures are solved in a scalable manner.
environment. The paper is organized as follows. The system model
Contributions. In this paper we propose a modular ar- S proposed in Section 2. An overview of SAM is pre-
chitecture for atomic memory in dynamic systems with Sented in Section 3. The three modules at the core of our
Se|f_adjusting and Se|f-hea|ing Capabi”tieS, narsg&iv architecture are detailed in Section 4. Fina”y, in Section
(Self-* Atomic Memory). Our approach brings together 5 We conclude and present some future research topics.
several new and old research areas exploiting the best
of these worlds: p2p overlays, dynamic quorums and 2. Model
replica control. The architecture is composed of three
interconnected modules each being designed to guaran- A set of processes, callatbdes can communicate
tee a specific property: (i) availability, (ii) consistency over a network. This physical network is described by a
and (iii) good load-balancing vs probe-complexity com- weakly connected graph. We consider a dynamic system
promise. DS as the tupleDS = (I, X), wherel is a set of pos-
First in order to ensure data availability despite sibly infinite node identifiers, an& is an unbounded
the system dynamism, we replicate data among sev-universe of shared data, referred in the followinghs
eral nodes. Replicas of the same object define ajects DS is subjectto unpredictable changes. Nodes can
torus overlay (similar to CAN [24] one) which has leave or join the system arbitrarily often. Departure in-
been proved efficient in the design of quorum sys- cludes crash failure while recovery of a failed node is
tems [13, 23]. A specific module in our solution, treated like a new arrival. A node is calladtiveif it has



joined and did not fail or leave the system since then. e All writes are totally ordered and every read is or-

Otherwise the node is referredfaded. dered with respect to all writes;
Each objectz € X has a single owner node and is e If aread is preceded by a write then it returns the value
replicated at some other nodes whose identifjees .J of the last write; otherwise it returns the initial value.

are .SUCh thay C I. By a_b use .Of notation we refer to Replicas are accessed by clients through read/write
repl!ca (.)f vasa node maintaining a copy of A set of . operations on the object. Each read operation traverses
replica |s'orgar'1|zed asa Io'glcall overlay by an underling the memory overlay following a horizontal trajectory
prot_ocol in which connecting links are created among that wraps all the torus. All the zones that intersect this
repllcas'. ) ) traversal (more precisely, the replicas identified by these
~ Replicas of an object share the overlay, organized ;4nes) define @onsultation quorumEach write oper-

in a torus topology. Basically, a 2-dimensional coordi- ation traverses the memory following a horizontal tra-

nate spacg), 1) x [0, 1) is shared by the overlay repli-  jactory and then a vertical one. The zones that intersect
cas of an object. This is called thmemoryfor ob- the vertical traversal (more precisely, the replicas ident
ject z. Observe that a single overlay can be used for fjoq by these zones) defingeopagation quorumQuo-
different objects (e.g.z and z’), since a replica of: rums are formally defined as follows:

may be a replica oft’. We say that the bounds of

the coordinate space are given by the minimal abscissaDefinition 2 (Consultation Quorum ().) A consulta-

b.zmin = 0, and ordinateb.ymin = 0 and the max-  tion quorum@. C I is a set of nodes whose zongs

imal abscissa.zmaz = 1 and ordinateb.ymaz = 1. are such that

Each replica e I has aresponsibility region @aonesn ~ ® U,/ 5 {[2/.amin, 2’ .zmaz)} = [b.xmin, b.zmaz)

this space. Because of dynamism a node might becomes (..cz_{[2".amin, z".xmaz)} = 0

responsible of several zones. Each zeris defined by e 3z € Z,,Vz' € Z, z.ymin+(z

[z.xmin, z.xmaz) X [z.ymin, z.ymax) interval product. [z’ .ymin, 2’ .ymaz)

Two zones areadjacentif they are adjacent regardin - .

to the coordinateJ space mo¥1u|o theJ bounds %sincegthepem'tlon 3 (Propaggtlon Quorum Q,) A propaga-

: . tion quorum@,, C I is a set of nodes whose zongs

overlay can be viewed as a torus). Two replicas of the are such that

memory that are responsible for adjacent zones are re- , o .

ferred to asieighbors The communication patternis re-  ° UVZ’GZP{[Z,'ymZ,n’ Z/‘ymax)} = [b.ymin, b.ymaz)

stricted to vicinity, hence only neighbors can communi- ® Nvorez, {2 ymin, 2 .ymaz)} = 0

cate with each other. This torus topology has been pro-® 3% € Zp,Vz' € Zp, z.xmin+(z.zmax—z.xmin/2) €

posed in CAN [24] for a quite different purpose. Even [".xmin, 2'.amaz)

t_hou_gh its vicinity property aIIo_ws scalable reconfigura- Each read quorum intersects each write quorum.

tion in p2p systems we use this as a quorum system foryyhen opjects is written, it is written at each replica

atomicity while CAN uses it as a DHT. of a writing quorum. When the value of objegtis
Each node, even replicas, of the system can accesgearched, all the replicas of a read quorum are queried.

any objectr € X (provided it knows this object) Us-  Note that for any consultation quoru@., and propa-

ing either a read or a Write primitiye.llf so, we refer to gation quorum@,, the following intersecting property
them as clients. Operations consist in probing a set of ho|gs: Q. N Q, # 0.

nodes representing a grid row (in case of a read) or a
row plus a column (in case of a write).

Here we define linearizability in terms of atomicity
as given by Lynch [15].

.ymax —z.ymin/2) €

3. SAM Overview

SAM emulates an atomic memory on top of a repli-
cated system with self-adjusting and self-healing capa-
bilities. It is specified in Input/Output Automata (I0A)
Language [18, 15] and is structured as the composition
of three main automata:

Definition 1 (Atomicity) If all the read/write opera-
tions that are invoked complete, then operations for ob-
jectz can be partially ordered by an ordering, satis-
fying the following conditions:

e No operation has infinitely many other operations or- - OperationManager, ; automaton;
dered before it; '
e The patrtial order is consistent with the external order,
<czt, Of the invocations and responses (i€..: C<); - CommunicationLink, ; ; automaton.

- Adjuster, ; automaton;



are rectangles in the plane. Replicas owners of adja-

Wherei, j € I andx € X. cent regions are called neighbors in the memory and are
linked by virtual links. The memory has a torus topology
peration| L aperation-ack in the sense that the zones over the left and right (resp.
[ Opem,,,fm}mge,‘ ) upper and lower) borders are neighbors of each other.
L Traversal, | LoadBalancer, J Initially, only the owner of the object is responsible for
irveimsolve] | thwartinvolrd the whole space. The bootstrapping process pushes a fi-
| pA;f MPFL—'- nite, bounded set of replicas in the network. These repli-
: cas are added to the memory using well-known strate-

gies [24, 22]: the owner of the object specifies randomly
chosen points in the memory logical overlay, and the
zone in which each new replica falls is split in two.

Half the zone is left to the owner of the zone, and the
other half is assigned to the new replica. In the follow-
_automaton has two goals. ing we omit a more detailed description of the bootstrap-

Figure 1. Overview of SAM at node i for a
single object

The OperationManager, ;
Its transitions are divided in two different sets, each PiNg process. _ _ _
serving a specific objectivetraversing or thwarting SAM starts .Wlth a read/write request from a.cllent.
We refer to these transitions sets as respectively theA client submits a request to one of the replicas of
Traversal,; and the LoadBalancer, ;. For the sake the memory. This replica is referred as the initiating
of S|mp||c|ty1 we merged those two sets of transi- repllca Upon recelpt of a read/write request the initi-
tions in one OperationManager,,; automaton, since ating replica does not immediately initiate a read/write
the states used by both are quite identical. Briefly, the traversal but it rather enqueues the request. All repli-
LoadBalancer, ; transitions scans the memory to iden- cas periodically scan their queues to pick the requests
t|fy non overloaded rep“cas THET’(IU@’I"S(J,lw ; automa- for which a traversal will be initiated. The strategy to
ton is in charge of maintaining the consistency of the Pick these requests is as follows: a write traversal is ini-
memory by app|y|ng approp”ate Strateg|es for execut- tiated Only for the most recently enqueued write I’equest
ing linearizable operations on the replicas. (if any), while a read traversal is initiated for one of the

The Adjuster, ; autoamton handles the expansion enqueued read request (if any). Old write operations can
or shrink of the quorum system whenever requested bybe safely discarded (no write traversals are initiated for
the LoadBalancer, ; automaton, and the departure of them) as they will not influence anymore the state of the
non responding replicas. Thédjuster, ; assigns es- object. There is no such constraint for a read. Once the
sentially logical responsibility zones to physical repli- traversals are initiated, the initiating replica empties i
cas and maintain this correspondence consistent. queue, after having kept track of all the read/write re-

The CommunicationLink,;; simply handles the quests to later return the status of the read/write opera-
messages sent between nodes. It models the networkion to the requesting clients.
and might lose, reorder or delay messages. In the re- Despite this request aggregation strategy allowing to
maining of the paper, we focus on theaversal, ;, the reduce the requests that are actually served, the num-
LoadBalancer, ;, and theAdjuster,, ;. We restrict our ber of enqueued requests at an initiating replica can still
attention to only one object. Thus, thex subscriptis ~ grow very fast, incurring in a local overload. To pre-
omitted. Relationship among the three automata in termsvent this, if the length of the queue is above a prede-

of input/output actions is depicted in Figure 1. fined threshold, then received read/write requests are
forwarded to another replica that is free enough. The
4. SAM Architecture search of a non-overloaded replica consists in visiting

the memory along a diagonal line. If such a replica is
The adjuster moduleThe adjuster automaton manages found, then it becomes the initiating replica for these re-
the structure of the memory. Particularly, it handles ex- quests, otherwise the size of the memory is expanded for
pansion of the quorum system and copes with departuressupporting new requests. Alternatively, when the queue
of existing replicas, either due to voluntary leaves okfail of a replica is empty, it leaves voluntarily the memory
ures. overlay. Thus, the size of the memory is shrunk in or-

The entrance and departure of a replica dynamically der to minimize the probe complexity.

changes the decomposition of the regions. These regions When a replica leaves (voluntary or not), the zone is



locally healed by relying on a strategy similar to the one be expanded (no overloaded replica has been found), the
proposed in CAN. Replication is actively triggered by load balancer automaton activates the adjuster automa-
inserting a replica within the quorum system only when ton to add another replica to the quorum system. Finally,
it is required (i.e., for expansion purpose). if for a certain amount of time, no write or read request
have been locally submitted, then the load balancer au-
tomaton invokes the adjuster automaton for a shrink pro-
cedure: the local replica is removed from the memory.
Note that theLoadBalancer also includes an opera-
. . . . tion aggregation strategy that can overlap operations ex-
In [5, 17], read/write operations are realized in two ecution. For this purpose, a timeout indicates the period

phases. The_ﬂrst one aims at gathering the t_ag and valueoetween two operation-bunch treatments. Although this
of the last write, and the second at propagating the Iatesttimeout can be almost null, its tuning depends on appli-

(possibly new) tag-value pair to a write quorum. Tag cation type and programmer’s choice.

IS us_ed asaversion nu_mber orderflnr? totallyrt1he Wgte_gp- The thwarter mechanism aims at selecting nodes and
t?friitrlcz)rﬁﬁzorgnj::elir}lsqﬁggdesjsoatlolvsvtgf]cietrfier:“l))reezallkzrieSt if their load allows them to initiate the traversal. If
GeoQuorumsq[7] aims at reducing the cost of read opera.-nOt’ the search is propagated followingrawart path

. . . L X Let: be thestarterof the thwart procedure. Roughly, the
tions by allowing their execution in only one phase (i.e.,

th Itati h This hieved by includi thwart path follows a diagonal direction from the starter.
€ consuftation p ase). NS IS achieved by Including anypqy 5 replicgj, different from the starting node, de-
additional phase in the write operation, namely ¢be-

firmation phase, in which the initiator of a write sends C|de.s 0 forv-vard.athwart message, I ;ends itto a neigh-
a specific Confi;mation message when the write opera-bor in the dlll‘eCtIOH of a trajectprd’ which starts from
tion complete starter and is parallel to the diagonabf the memory
o : , _overlay rectangle. The thwart message is forwarded to
) Similar to GeoQuorums, SAM Improves the _eﬁ" the neighbor corresponding to the edge that intersects
ciency of the atomic memory by maintaining a single

) 4 ) the diagonal (or the closest neighbor in the north di-
phase read operation. The write strategy of SAM is com-

X , ) rection). Since every replica knows its own zone lim-
posed of econsultationand apropagationphase, while s 51 the hounds of the coordinate space, we only need

the read strategy includes only the consultation phase., ,hagate the starting replica coordinates, to define
In the_ consultation phase, the memory is traversed froma diagonal routing strategy that would eventually reach

one side to another (for example west to east) and all they - “the starting replica. The thwart message checks
nodes encountered are requested for the object value and| e replicas whose zone intersects the diagonal and
time stamp. The most up-to-date value is returned. In the s o arantees that the initial zone is eventually reached
propagation phase, the memory is traversed in both ver-, in if ail contacted replicas are overloaded. However,
tical senses. This guarantees that any write and read quoy; may happen that the starter fails while the thwart is

rums intersect. _ in progress, or that a new replica is inserted within the
Propagation proceeds in both senses (north andstarter zone. In order to guarantee the thwart termina-

south) so that each replica is visited twice in this phase: o, the starter replica initially indicates to all its ghi

the first time the object is locked, preventing concurrent yors that a thwart process is started. The replica that

reads to get a stale value, while the second time the lockizkes over the starter’s zone is aware of the thwart pro-

is released, indicating the completion of the write oper- -gss and stops it if it receives the thwart message.
ation. In dynamic systems an object may be locked for-

ever due to unforeseen leaves. We deal with this prob-
lem by assuming the use of a leasing strategy [11].

The traversal moduleThe traversal is in charge of
maintaining the consistency of the replicas applying ap-
propriate strategies for executing linearizable openstio
via consultation and propagation quorums.

5. Conclusions and Future Work

The load balancer module€The LoadBalancer receives In this paper we have presented SAM, an architec-
the read/write requests from clients. If the local load in- ture for emulating an atomic memory in highly dynamic
duced by those requests is not too high, then it triggers asystems. SAM has selfcapabilities, self-adjusting de-
traversal (i.e., activates the traversal automaton). ©the pending on object load variations and self-healing when
wise the load balancer automaton invokebwart pro- replicas leave the system. Our work follows a modu-
cess to find a suitable replica. Ttievartprocess checks lar design inspired by theoretical and practical achieve-
the memory along a diagonal trajectory until finding a ments in several research areas: p2p overlays, dynamic
non overloaded replica. If the quorum system needs toquorums and replica control. A major contribution of



SAM is to shrink or expand its memory achieving a

compromise between load and probe-complexity. More-
over one of its more interesting characteristic comes

(9]

from its distributed control and locality principles. That [10]
is, properties of SAM (atomicity, self-healing and self-
adjusting) are implemented using only local informa-
tion. SAM is a fundamental abstraction for many dis-
tributed complex applications, especially in dynamic

systems and provides, for instance, an efficient solution

to the persistent storage problem defined in [4].
We are currently working on experimental results of [12]
SAM to emphasize its behavior in face of dynamism and
high-scale. Last but not least, we are convinced about the
importance of mechanism theory to find incentive strat- [13]
egy for data replication. For instance, this would help in

motivating some nodes to become replica of a specific

object despite the resource consumption it involves.
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