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Abstract

This paper presents performance-oriented refine-
ments and distributed implementation of a reconfig-
urable linearizable data service for read/write atomic
objects. This service is based on the work of Lynch and
Shvartsman, and it guarantees consistency under dy-
namic conditions involving asynchrony, message loss,
and node arrivals, departures, and failures. To achieve
fault tolerance and availability the service replicates
objects at several dynamically, changeable network
nodes, to which we refer as owners. All-to-all gos-
sip protocol is used to keep replicas up to date and to
maintain the list of the owners. However, when gos-
sip is unconstrained and communication bandwidth
is limited, network congestion may degrade system’s
performance. Moreover, we identify a problem where
under certain scenarios read/write operations may be-
come delayed or blocked. This paper introduces a more
practical algorithm that introduces two refinements.
First, we reduce communication cost by restricting the
all-to-all gossip pattern to replica owners, based on the
local decisions of the participating nodes. In this set-
ting we analyze the latency of read/write operations.
Second, we present a solution that allows blocked (or
delayed) operations to resume processing and complete
successfully. We restate the conditional analysis ac-
cordingly. Finally, we engineered a complete distrib-
uted system implementing this service and we present
empirical results that illustrate the advantages of our
approach.

1 Introduction

Linearizable (atomic) shared data services pro-
vide building blocks that make the construction of dy-
namic distributed systems easier. However, combining
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linearizability with efficiency in practical algorithms
for dynamic networks is difficult. A reconfigurable lin-
earizable data service for read/write objects, called
RamBO, was formalized by Lynch and Shvartsman
[12]. This service guarantees consistency under dy-
namic conditions involving asynchrony, message loss,
node crashes, and new node arrivals. To achieve fault
tolerance and availability, RAMBO replicates objects
at several, dynamically changeable, network locations.
Gossip among the participants is used to keep replicas
up to date, and to maintain configuration information,
defined in terms of the membership of the current con-
figuration, and the set of read quorums and the set of
write quorums of the members. The algorithm allows
all-to-all exchange of information, and when gossip is
unconstrained and communication bandwidth is lim-
ited, network congestion may degrade the performance
of the system. One way to solve this problem is to con-
strain the gossip patterns. This presents a problem
for nodes that do not keep sufficiently up to date. The
read or write operations performed by such nodes may
become delayed or blocked when the nodes attempt to
access data using obsolete quorum configurations that
includes nodes that are slow, or that have failed or left
the system.

The work overviewed in this abstract pursues me-
thodical development that makes the RAMBO service
more practical and results in a substantially more effi-
cient distributed system. We present two refinements
aimed at dynamic settings that improve the service in
two ways. First we reduce the communication costs
of the service by restricting its gossip pattern using
the local knowledge of the participating nodes. This
preserves the linearizability of the service, but alters
its performance. We present a conditional analysis
of read/write operation latency in this setting under
suitable assumptions. Second, we address the prob-
lem of stalled or delayed read and write operations.
We allow the nodes of the system to make local deci-
sions (e.g., time-out based) to reset potentially stalled
read and write operations transparently to the sys-
tem users. The local reset enables the operations
to use the most up-to-date configuration information.
We formally prove correctness of this algorithm, and



present an analysis of read/write operation latency.
The resulting system reduces the overall communica-
tion burden, and improves the liveness of read and
write operations. Based on this formal development,
we engineered a distributed system implementing the
improved RAMBO service and we discuss preliminary
performance results of our system. Due to space re-
striction, the proofs are omitted in this extended ab-
stract.

Background. Several approaches have been used
to implement consistent data in (static) distributed
systems. Starting with the work of Gifford [8] and
Thomas [15], many algorithms have used collections
of intersecting sets of objects replicas (such as quo-
rums) to solve the consistency problem. Upfal and
Wigderson [16] use majority sets of readers and writ-
ers to emulate shared memory. Vitanyi and Awer-
buch [4] use matrices of registers where the rows and
the columns are written and respectively read by spe-
cific processors. Attiya, Bar-Noy and Dolev [3] use
majorities of processors to implement shared objects
in static message passing systems. Extension for lim-
ited reconfiguration of quorum systems have also been
explored [6, 11].

Virtually synchronous services [5], and group
communication services (GCS) in general [1], can also
be used to implement consistent data services, e.g.,
by implementing a global totally ordered broadcast.
While the universe of processors in a GCS can evolve,
in most implementations, forming a new view takes a
substantial time, and client operations are interrupted
during view formation. However the dynamic algo-
rithms, such as the algorithm presented in this work
and [12, 10, 7], allow reads and writes to make progress
during reconfiguration. arbitrarily.

Reconfigurable storage algorithms are finding
their way into practical implementations [2, 14]. The
new algorithm presented here has the potential of mak-
ing further impact on system development.

Document structure. In Section 2 we give a brief
description of the RAMBO algorithm. In Section 3 we
present the method that allows us to reduce number
of gossip messages, and introduce the resulting com-
plication. In Section 4, we propose algorithmic modi-
fication that allows blocked operations to resume. The
conditional analysis of the resulting algorithm is pre-
sented in Section 5. Experimental results are discussed
in Section 6. Final remarks are stated in Section 7.

2 Algorithm

In this section, we present a description of the
new algorithm. An overview of the algorithm appears

in Figure 1.

System Model and Definitions. We use the
message-passing model with asynchronous processors
that have unique identifiers (the set of processor iden-
tifiers need not be finite). Processors may crash. They
communicate via point-to-point asynchronous chan-
nels. In normal operation any processor can send a
message to any other processor. In safety (atomic-
ity) proofs we do not make any assumptions about
the length of time it takes for a message to be deliv-
ered. To evaluate the performance of the algorithms,
we assume that all point-to-point messages are deliv-
ered and in bounded time, or not delivered at all.

In order to ensure fault tolerance, data is repli-
cated at several nodes in the network. The key chal-
lenge, then, is to maintain the consistency among the
replicas, even as the underlying set of replicas may be
changing. The algorithm uses configurations to main-
tain consistency, and reconfiguration to modify the set
of replicas. Formally, a configuration consists of three
components: (i) a set of members(c), the nodes par-
ticipating in the configuration, (ii) read-quorums(c),
a set of quorums, and (iii) write-quorums(c), a set
of quorums. (A quorum is simply a subset of the
participating nodes.) We require that the read quo-
rums and write quorums intersect: formally, for every
R € read-quorums(c) and W € write-quorums(c), the
intersection R N W # (). During normal operation,
there is a single active configuration; during reconfigu-
ration, when the set of replicas is changing, there may
be two or more active configurations. Throughout the
algorithm, each node maintains a set of active config-
urations — in a set called configs. During the recon-
figuration operation, a new configuration is added to
the set. During the configuration upgrade operation,
one or more obsolete configurations may be marked as
removed. Once a node learns that a configuration has
been marked as removed it will not be used by that
node in any consequent read/write operation.

Read and Write Operations. Read and write op-
erations proceed by accessing the currently active con-
figurations. Each replica maintains a tag and a wvalue
for the data being replicated. Each read or write oper-
ation requires two phases: RW-Phase-1 to query the
replicas, learning the most up-to-date tag and value,
and RW-Phase-2 to propagate the tag and value to
the replicas. In a query phase, the initiator contacts
one read quorum from each active configuration, and
remembers the largest tag and its associated value. In
a propagate phase, read operations and write opera-
tions behave differently: a write operation chooses a
new tag that is strictly larger than the one discov-
ered in the query phase, and sends the new tag and



read() or write(v) operation at node i:

e RW-Phase-1a: Node i sends (RW la,tag, value, configs) message to a read quorum of every active configuration. Node ¢ stores

the set of active configurations in op-configs.

e RW-Phase-1b: If node j receives a (RW1la,t, v, c) message from 7. If ¢ is larger than its own tag, then j updates it tag and value.
Node j searches set ¢ for new configurations as well as configurations marked as remowved, new information is added to configs.
Next, j sends a (RW1b, tag, value, configs) message back to node 1.

e RW-Phase-2a: If node i receives a (RW1b,t, v, c) message from j, it updates its tag, value and the set of active configurations. If
c contains configurations previously unknown to ¢, then the phase is restarted. If it receives RW1b messages from a read quorum of
all configurations in op-configs, then the first phase is complete. Next, i sends (RW2a,t,tag’, value’, configs) message to a write
quorum of every active configuration, where tag’ and value’ depend on whether it is a read or a write operation: in the case of a
read, they are just equal to the local tag and wvalue; in the case of a write, they are a newly chosen tag, and v, the value to write.

Node i resets op-configs to the set of active configurations.

e RW-Phase-2b: If node j receives a (RW2a,t,v,c) message from i, then it updates its tag, value and configs, and sends to i a

(RW2b, tag, value, con figs) message.

e RW-Done: If node i receives a (RW2b,t,v,c) message, it adds any new configurations from ¢ to its set of active configurations
and to op-configs. If it receives an RW2b message from a write quorum of all configurations in op-configs, then the read or write
operation is complete and the tag is marked confirmed. If it is a read operation, node 7 returns its current value to client.

cfg-upgrade(k) at node 4 (similar to the phases of read/write operations):

e UPG-Phase-la: Node ¢ chooses an index k, such that k is a configuration identifier that ends the prefix of the sequence of
configurations known to ¢, where there are zero or more configurations up to some ¢ that have been marked as removed, and all
configurations with index ¢ < and < k are active. Next, ¢ sends a (UPG1a, tag, value) message to a read and a write quorum of
every active configuration. Node i stores the set of active configurations in upg-configs.

e UPG-Phase-1b: If node j receives a (UPG1la,t,v) message from 14, it updates its tag and value, and sends a (UPG1b, t, tag, value)

message back to node 3.

e UPG-Phase-2a: If node ¢ receives a (UPG1b,t,tag, value) message from j, it updates its tag and value. If it receives UPG1b
messages from at least one read and one write quorum of each configuration in upg-configs, then the first phase is complete. Then,
i sends a (UPG2a, tag, value) message to a write quorum of configuration c(k).

e UPG-Phase-2b: If node j receives a (UPG2a, t,v) message from 4, then it updates its tag and value and sends to i a (UPG2b, ¢, v)

message.

e UPG-Done: If node i receives a (UPG2b,t,v) message. If it receives an UPG2b message from a write quorum of configuration
c(k), then the upgrade operation is complete. Node ¢ marks all configurations with identifier smaller than k as removed.

join(J) at node 4 (set J contains the “seed” nodes, if J is empty, then node ¢ is considered as a creator of the service):

e Join-Phase-1a: Node ¢ sends (J1b,7) messages to each node in J.

e Join-Phase-1b: When node j receives (J1b,¢) from ¢, then it marks ¢ as a service participant and replies to ¢ with (J2,t, v, configs).
e Join-Phase-2: Node i receives a (J2,t,v,c) message, it updates it tag, value, and the set of configurations. Node 7 is now active

and may actively participate in the service.

Figure 1: Description of the various phases of the read, write, configuration upgrade, and join protocols. The read, write, and
configuration upgrade protocol require two phases (four message delays), while the join protocol requires only two message

delays.

new value to a write quorum; a read operation simply
sends the tag and value discovered in the query phase
to a write quorum.

One complication arises: sometime during a
phase, a new configuration may become active. In
this case, the read or write operation must access the
new configuration as well as the old one. In order to
accomplish this, read or write operations save the set
of currently active configurations, op-configs, when a
phase begins; a reconfiguration can only add config-
urations to this set — none are removed during the
phase.

Configuration Upgrade. Configurations go
through three stages: proposal, installation, and up-
grade. First, a configuration is proposed by a recon
event. If the proposal is successful, the Recon ser-
vice achieves consensus on the new configuration, and
notifies participants with decide events. When every
non-failed member of the prior configuration has been

notified, the configuration is installed. The configu-
ration is upgraded when every configuration with a
smaller index has been removed. Once a configuration
has been upgraded, it is responsible for maintaining
the data. Upgrades are performed by the configu-
ration upgrade operations. Each upgrade operation
requires two phases, a query phase and a propagate
phase. During the first phase members of read quorum
and write quorum from the old configurations are con-
tacted in order to obtain the latest object information
and to notify about the lastly installed configuration.
In other words, a UPG-Phase-1b phase occurs when
“fresh” responses from members of read-quorum and
write-quorum of old configuration are collected. In the
second phase, the latest object information obtained in
the query phase is propagated to the members of the
write-quorum of the new configuration. This means
that the UPG-Phase-2b phase occurs when “fresh”
responses from members of the write-quorum of the
new configuration are collected. This ensures that the



latest object information is propagated to the new con-
figuration, as to ensure objects survivability.

3 Managing gossip

In the RAMBO algorithm, the participating net-
work nodes are able to send gossip messages at arbi-
trary time. This all-to-all gossip is used to propagate
information through the system and gather informa-
tion needed by read and write operations. While this
simple protocol is very robust in the face of failures
and delays, it places a high communication burden
on the underlying network. We assume that the net-
work has a limited bandwidth and we want to reduce
the amount of gossip messaging without negatively im-
pacting the performance of individual read and write
operations.

We constrain the gossip pattern by assigning ei-
ther owner or client role to each participating node.
A node considers itself an owner (locally) if it is a
member of some active configuration. Otherwise the
node considers itself to be a client. It is possible for
a node to consider itself a client while another, say
more up to date node, may consider the same node
an owner. We restrict the periodic gossip pattern by
allowing only owners to send gossip messages to other
owners.

By allowing the owner nodes to gossip we ensure
that all members of active configurations are up to
date — for performance reasons it is important for
these nodes to have the latest object and configuration
information. Of course both the owners and the clients
are allowed to perform read and write operations. Be-
cause the atomicity of RAMBO does not depend on
any specific gossip pattern [12, 10, 7], restricting gos-
sip preserves correctness (safety) of RAMBO.

The reductions in gossip messaging, stated at a
high level, is as follows: if at some time the number
of participating nodes is n, and the number of owner
nodes is n,, where n, < n, then the savings in gossip
messaging per communication round can be substan-
tial, given that all-to-all gossip requires n? messages
in the original system, while the new number of gos-
sip messages is only n2. If in a steady-state execution
(cf. [12]) there is a constant number of quorum con-
figurations per node, and if the configurations involve
quorums of size O(y/n) (such as those constructed us-
ing rows and columns of a square matrix formed by
the node identifiers), then the amount of gossip per
round becomes linear in n.

The following claim holds since atomicity of
RAMBO does not depend on any specific gossip pat-
tern [12, 10, 7).

Claim 3.1 Restricting gossip preserves correctness
(safety) of RAMBO.

4 Improving Liveness

A read or a write operation performed by a node
has two communication phases. In each phase, the
node obtains recent information from at least one quo-
rum of each locally known configuration. If a client
node is out of date, it will try to contact obsolete con-
figurations that might contain disabled quorums (resp.
contain slow nodes), hence blocking the operation for-
ever (resp. delaying it).

Whatever the reason for delayed or blocked oper-
ations, if the node performing the operation learns in
the meantime of the existence of newer configurations,
it may be able to speed-up, or unblock the stalled op-
eration. Consequently we allow for a node to “restart”
an operation following a timeout. The restart occurs
transparently to the users of the service by resetting
certain data structures. Note that in some case, from
the standpoint of performance, it may be counterpro-
ductive to restart some operations, it is always the case
that restarted operations use more up-to-date config-
urations when such configurations are available.

Given the asynchronous nature of the system, a
node can not determine if its operation is delayed or
blocked. Hence in a pragmatic implementation of our
service the point when the restart occurs is determined
by an adaptive time-out on read and write operations.
This time-out can be based on the prior performance
of these operations. In all cases the correctness of the
service is formally preserved.

To avoid the scenario where an operation is
blocked because all members of some removed config-
uration leave or fail, a client node should ensure that
its configuration information is updated. This is ac-
complished as a by-product of client nodes performing
read or write operations, or directly by occasional gos-
sip when a client is idle for a long time.

5 Conditional Performance Analysis

A conditional latency analysis of read and write
operations in RAMBO is presented in [12, 10, 7, 9].
Here, for restricted gossip under similar assumptions,
we show a complementary conditional latency analysis
for operations initiated at nodes that do not have the
latest configuration information. For the purpose of
latency analysis, we further restrict the sending pat-
tern of the owner nodes: we assume that each node
sends messages at certain regular intervals.

In order for the algorithm to make progress in
an otherwise asynchronous system we need to make



a series of assumptions about the network delays, the
connectivity, and the failure patterns. For example,
our goal is to model a system that becomes stable
at some (unknown) point during the execution. Let
a be a (timed) execution and o’ a finite prefix of «
during which the network may be unreliable and un-
stable. That is after o’ the network is reliable and de-
livers state messages in a timely fashion. We refer to
ltime(a’) as the time of the last event of . In partic-
ular, we assume that following £time(a’): (i) all local
clocks progress at the same rate, for the sake of analy-
sis and not required by the algorithm, (ii) messages
are not lost and are received in at most d time, where
d is a constant unknown to the algorithm, (iii) gossip
rounds start immediately, where d is the time interval
between two consecutive rounds, (iv) all enabled ac-
tions are processed with zero time passing on the local
clock. In addition we assume that (i) members of any
active configuration joined the service before the in-
stallation to which they belong to is installed, (ii) the
reconfiguration is not too frequent, (iii) configurations
remain viable sufficiently long to allow removal, and
(iv) configurations leave a footprint, where at least one
participant remains alive sufficiently long for all nodes
to learn about its configuration.

In RAMBO, each installed configuration is sequen-
tially numbered. We introduce the obsolescence index
of a node i, denoted as A;, and defined as the difference
between the index of the most recently installed config-
uration in the system and the index of the latest locally
known active configuration. Let A be the largest obso-
lescence index of any node. Formally, A = max;{A;}.
We show that under some reasonable assumptions, the
latency of read and write operations is degraded at
most by an additive term linear in A.

Out-of-date clients. We now describe the scenario
under which a node can become out of date, which
justifies the introduction of the obsolescence index of a
node. Specifically, the owner nodes gossip only among
each other, consequently the client nodes do not re-
ceive any updates and are not notified about the con-
figuration changes.

Assume that ¢(h) and ¢(h + 1) are configurations
installed in the system following o/, for some h > 1.
Let t represent the time when c(h) is installed. As-
suming no failures are present and that there is a 12d
spacing between subsequent reconfiguration attempts.
Then the configuration c¢(h + 1) is installed at least
t' >t + 12d. By definition, a configuration c(h + 1) is
installed when every non-failed member of configura-
tion c(h) is notified. Members of ¢(h) consider them-
selves as owners and will send gossip messages to other
owners, also including members of ¢(h + 1). There-
fore, at most ¢ + d + e, for some ¢ > 0 and d time

after ¢(h 4+ 1) is installed, each non-failed member of
¢(h + 1) has the up to date configuration information
and considers itself as an owner.

Observe that after time ¢’ each member of c(h)
is allowed to start configuration upgrade operation
whose target is h+ 1. Therefore, ¢(h) is removed from
the system at most at time ¢/ +5d+e (i.e. 4d time after
¢(h+1) is installed). Note, we allow node failures, how-
ever the configuration-viability ensures us that there is
a sufficiently long interval where communication with
at least one quorum is possible until the configuration
is marked as removed.

Lastly, notice that client nodes are not noti-
fied that new configuration is installed and upgraded,
hence the obsolescence index for each client node in-
creases by one. For each installed configuration follow-
ing o/, the described sequence of events is similar.

Bounding operation latency. Now we present the
main results of this section, which is an upper bound
on the latency of read/write operations. In the follow-
ing theorem, we use similar timing assumptions as in
the analysis performed in [12, 10, 7, 9]. Abandoning
all-to-all gossip has its cost: a node may become arbi-
trarily out of date. To ensure that all read/write op-
erations terminate, we make the assumption that each
configuration leaves an everlasting footprint, meaning
that once a configuration is installed at least one of its
members remains alive until the algorithm terminates.
This is the unfortunate cost of reducing gossip. How-
ever, in a real system a client node may periodically
engage in gossip or perform a read operation, which
will prevent it from becoming catastrophically out of
date. The decision as to how often this periodic be-
havior should occur should be left to the developer of
the application.

Theorem 5.1 Lett > ftime(a’)+e+8d. Assume i is
a node that receives a join-ack; prior to timet—e—8d,
and that neither fails nor departs in o until after time
t+ (2[%1 +12)d, where A’ is the value of A at time
t. Then if a read or write operation starts at node i at
time t, it completes by time t + (Z[GTA/] +12)d.

6 Experimental Results

We engineered a complete implementation of the
data service on a network of workstations. This devel-
opment is an example of an approach to software en-
gineering in which formal algorithm design is followed
by a methodical translation of the abstract algorithm
specification in IOA to distributed Java code using the
techniques we developed for this purpose [13]. This ap-
proach substantially reduces the human error associ-
ated with informal intuitive mapping of specifications
to detailed design.



For the purpose of demonstrating the benefits of
our refined system, we compare its operation latency
to that of the original system. We use a cluster of
ten heterogeneous Linux machines connected with a
fast 100Mbps network switch where all node instances
communicate using TCP communication library.

We illustrate the following scenario. Thirty (vir-
tual) nodes join the service and start with a single
configuration with majority quorums. A single client
continuously performs read and write operations. The
gossip interval is set to one second. We measure the
average operation latency while the number of config-
uration members is increased from one to twenty-nine.

—e— Rambo
—a— Optimized-Rambo

0 — T

1 3 5 7 9 11 13 1517 19 21 23 25
Number of member in configuration

27 29

Figure 2: Operation latency vs. configuration size.

Experimental results, presented in the figure show
that the operations in the refined system complete on
average three times faster than in the original. In both
algorithms, the operation latency increases with the
number of configuration members, since the number
of nodes that must be contacted per communication
phase increases. Note that in the new algorithm the
client node itself does not send gossip messages, hence
the only communication is due to messages generated
during read/write operations.

Note that we are able to observe a noticeable im-
provement despite the small number of participants
and modest quorum size. Consequently, we expect the
performance benefit to be magnified in systems with a
large number of participants.

7 Discussion

RAMBO is an atomic memory service designed for
highly dynamic networks. In this work we refine the
service using a restricted gossip pattern based on lo-
cal knowledge, and we analyze the operation latency
of the service. We improve the liveness of operations
by formally refining the algorithms and we present a
conditional latency analysis. A methodical evaluation
of the performance of the new service is currently in
progress. Future plans include further formal opti-

mizations and study of specialized gossip patterns to
explore the topology of the underlying network in a
variety of settings.
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