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Challenge of Data Heterogeneity
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f ε

Resilience Property

ℒH ( ̂θ) − min
θ∈ℝd

ℒH (θ) ≤ ε

( f, ε) − Resilience

When the loss is defined by the indicator function, in the case of 
classification,  is the additional fraction of misclassified samples ε
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Impossibility under Non-identical Data

It is impossible to achieve , due 
to the anonymity of adversarial nodes

( f, ε)-Resilience

In general, local training samples of the nodes are different 
ℒi ≠ ℒj

ε + δ ε + δ

θ*H θ*H′￼

θ*H′￼∪𝒜

[θ*H − ε, θ*H + ε]

H → (n − f ) nodes

H′￼→ (n − 2f ) nodes

𝒜 → f nodes

θ*S := arg min ℒS(θ)

“Approximate Fault-Tolerance in Distributed Optimization.” S. Liu et al., PODC’21
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Consider   where   ,  and observation    y = Ax A ∈ ℝn×m y ∈ ℝn

We can recover    from    where    x ỹ ≜ y + δ ∥δ∥0 ≤ f

Suppose that up to    of the observations are arbitrarily corruptedf

As long as    where  rank (AS) = m S ⊆ [n]  such that  |S| = n − 2f

Each quorum

Of 3 observations


Includes the solution“Fault-Tolerance in Distributed Optimization: The Case of Redundancy” Gupta and Vaidya, PODC’20
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How to adapt functional redundancy for analyzing resilience of robust DGD

Local Phase: In each iteration , each honest node  computes the local gradient:  t i

Global Phase: Receiving gradients  the server “robustly” aggregates 
them, i.e., compute 

g1
t , …, gn

t

gi
t := ∇ℒi(θt)

̂g t := F (g1
t , …, gn

t ) ,

And updates the current parameters: θt+1 = θt − γt ̂g t
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Condition Number Strikes Again
Assuming , it is generally 

impossible to tolerate  adversarial nodes if  

(G, B)-gradient dissimilarity

f
f
n

≥
1

2 + B2

Under homogeneity we can tolerate up to  adversarial nodes
n
2

Recall that  B2 = 2Kℒ − 1

We cannot tolerate  , where recall that 
f
n

≥
1

1 + 2Kℒ
Kℒ ≥ 1

“Robust Distributed Learning: Tight Error Bounds and Breakdown Point under Data Heterogeneity.” Y. Allouah at al. NeurIPS’23 [Spotlight]
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Rendering Optimal Robustness to DGD

In general,  is impossible for ( f, κ)-robust averaging κ <
f

n − 2f

Coordinate-wise Trimmed Mean (CWTM) matches this 
bound, up to a small constant factor

When   we have   κ ≤ c
f

n − 2f
ε ∈ 𝒪 ( f

n − (2 + B2) f
G2 + e− T

Kℒ )
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n )

NNM is a pre-aggregation scheme that imparts order-optimal 
robustness to many robust aggregation rules

If  is  with  then 

 is  with 

F ( f, κ)-robust averaging κ ∈ 𝒪(1)

F ⋅ NNM ( f, κ)-robust averaging κ ∈ 𝒪 ( f
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“Fixing by Mixing: A Recipe for Optimal Byzantine ML under Heterogeneity.” Y. Allouah at al. AISTATS’23
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NNM Pre-aggregation Scheme
For each input vector  determine  nearest neighbors 

in the set of input vectors  
vi n − f

{v1, …, vn}

Let  be the set of  vectors nearest to Ni n − f vi

Map  to vi zi :=
1

n − f ∑
v∈Ni

v

Define  F ⋅ NNM (v1, …, vn) = F (z1, …, zn)
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“Fixing by Mixing: A Recipe for Optimal Byzantine ML under Heterogeneity.” Y. Allouah et al. AISTATS’23



Empirical Observations
Agg. Rule ALIE FOE SF Worst-Case

GeoMed

+ NNM

+ Bucketing

92.01 ± 04.35 65.61 ± 12.17 57.86 ± 10.42 57.86 ± 10.42

81.26 ± 08.91

39.83 ± 11.35

75.27 ± 02.69

44.73 ± 16.47

86.32 ± 03.77

91.30 ± 03.91

Agg. Rule ALIE FOE SF Worst-Case

CWTM

+ NNM

+ Bucketing

76.16 ± 07.68 69.96 ± 16.57 27.45 ± 08.83

79.04 ± 09.19

55.86 ± 10.00

79.91 ± 03.94

42.80 ± 21.25

84.78 ± 05.78

50.96 ± 16.53

75.27 ± 02.69

44.73 ± 16.47

CNN trained on MNIST dataset, distributed among 13 honest nodes with Dirichlet parameter of 0.1 (extreme heterogeneity). There are 4 
additional adversarial nodes executing attacks: ALIE, FOE and SF. We run 800 iterations, with local batch-size of 25.

27.45 ± 08.83

79.04 ± 09.19

42.80 ± 21.25



Challenge of Privacy
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Local Phase: In each iteration , each honest node  computes the local gradient:  t i

gi
t :=

1
b ∑

z∈S(i)
t

Clip (∇θℓ(θt, z) , C) + ηt

with , where  ηt ∼ 𝒩 (0, σ2
DP Id) Clip(v, C) = min {1,

C
∥v∥ } v

Global Phase: Receiving gradients  the server “robustly” aggregates 
them, i.e., compute 

g1
t , …, gn

t

̂g t := F (g1
t , …, gn

t ) ,

And updates the current parameters: θt+1 = θt − γt ̂g t
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The transcript of communication between each node  and the 
server is -DP w.r.t. the data held by node 

i
(ϵ, δ) i

-Distributed DP(ϵ, δ)

A randomized algorithm  is -DP if for any 
adjacent datasets  and any subset ,

𝒜 : 𝒳m → 𝒴 (ϵ, δ)
D, D′￼ ∈ 𝒳m S ⊆ 𝒴

“Is Interaction Necessary Distributed Private Learning?” A. Smith et al. IEEE S&P 2017.

Pr (𝒜(D) ∈ S) ≤ eϵ Pr (𝒜(D′￼) ∈ S) + δ

“Our Data, Ourselves: Privacy via Distributed Noise Generation” C. Dwork et al. Eurocrypt 2006.
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“On the Privacy-Robustness-Utility Trilemma in Distributed Learning.” Allouah, Youssef et al. ICML, 2023.
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Without Distributed Polyak’s Momentum Grows with T !!
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